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Presenter
Presentation Notes
Good Morning (afternoon) everyone, Thank you for attending our April HIPAA Security and Privacy  Update Presentation.  
Please remember to place your phone on mute when you are not speaking.  Do not place us on hold or the entire group will hear the lovely elevator music.  
We have several new people joining our call today.  We’d like to welcome you to these every other month conference calls.  I would also like to thank our seasoned facility contacts and Area Compliance Program Directors for joining these important conference calls and for your commitment to this program.   We rely on you in your leadership role to cascade this information to the rest of the staff and leaders within your organization.  I know during these types of meetings, it is easy to lose focus and perhaps start multi-tasking.  We request that we have your  full attention during this hour together and that you be the conduit for Privacy and Security information to get to the rest of the staff. 
Other presenters today are my colleagues, Barbara Knutson and Kristen Eversole  and from information security, Paul Lockwood will be presenting.  If you recall, we have been rolling out a new HIPAA Privacy and Security Training Campaign.  In February we provided the Q1 campaign material which focused on   Social Engineering including Social Media Practices, Spotting Suspicious Email, Safe Cloud Storage, and How to Identify Possible Phishing type emails.  For those of you who may have not seen this information,  you can locate the materials on the HIPAA web page or the Info Sec blog page, or, just drop me an email and I will send to you.    Today, Paul will be presenting the Q2 Campaign. Following the Privacy Presentation.  So, let’s get going.


Agenda

e Preliminary Findings from Annual Risk Assessment

OCR On-Site Visit
Training and Education
Physical Security

BLC Enrollment

AGENDA

' &
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HIPAA Privacy and Security Risk Assessment 2018

e Banner Corporate
e Banner Health Network

 UA Health Plan
e Community Hospital

e Academic Division
e Ambulatory
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Presentation Notes
During our February call we discussed a new approach we were taking to the Annual HIPAA Privacy and Risk Assessment.  Instead of engaging outside firms, we decided to develop this Risk Assessment internally.  We have completed the site visits and interviews.  We  are in the midst of compiling the final report.

As a reminder, these  were the 6 buckets that were included in the assessment.


Preliminary Findings

* Notice of Privacy Practices — Registration Sites
 Notice of Privacy Practices — Inconsistent
e Active Directory — Opt Out Process

e Self-Pay Policy > =
e Security Screens 'Q‘gﬁ
e Physical Security r.—>
* Amendment Process <

 Training and Awareness
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Presentation Notes
We found some ambulatory sites that did not have the NPP posted.  This apparently occurred when the sites were moved or during new construction.  We are asking that each one of you, check your registration/waiting area to ensure the NPP is posted.  Be sure to actually read the title.  Some times staff get confused between the NPP and the Patient Rights and Responsibilities, they look very similar.
We also discovered that we have inconsistent language on the printed NPP and the one that is one  the BH web page so we will be working on making sure everything is corrected.
Active Directory and Opt Out Process:  This is for medical center PFS staff.  Some staff  were very good about explaining what the directory was and what was included, as well as how a patient could opt out of the directory and some weren’t sure what we were asking.  PFS Leadership is in the process of developing a tip sheet for all PFS staff which will include this topic  I think that will be very beneficial and assist the staff in remembering all  the different steps that go into getting a patient registered.  
Same with the “Self Pay” process, both on the ambulatory side and medical center side.  PFS staff were not sure of the processing.  So we will providing additional education about this topic.
Screen Savers:  We identified many computer monitors that were facing out from the desk or nurses station and should have had security screens.
Physical Security:  Kristen is going to cover this topic in just a minute.
Amendment Process:  As you know there has been a lot of work done on this since the last Privacy assessment.  We will continue to audit this and ensure it is being done correctly.
Training and Awareness:  I think we can do better at this.  Some staff did not recall receiving training other than the BLC but as you know, it is our expectation that information from these meetings also get to staff.  


OCR On-Site Visit

Opening Conference
Thunderbird Medical Center
Interviews with Privacy and Security

Conclusion
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Presentation Notes
As a result of the Cyber Attack which occurred in 2016, we had an on site visit from the OCR last Thursday and Friday.  The investigator started out with an opening 
conference with the HIPAA Privacy and Security leaders who gave an overview of Banner as well as our organizational structure.  
From there the investigator wanted to do an actual walk thru of one of our facilities, we chose Thunderbird.  There was also a lot of prep work that went into preparing for this site visit and the staff at Thunderbird were awesome and very helpful.
On Friday, the investigator conducted interviews with Privacy and Security to understand what our current structure is and changes that have been made since the cyber attack. 
We have no indication of what the results of the site visit are or how long it will take to receive the final report.  We will share any findings from the investigator’s visit with you.


HIMS Educators

* |Introduction
— Vanessa Gonzalez
— Amy Raines

e Available Education
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Presentation Notes
I have invited the HIMS educators to our conference calls.  I thought it important for them to hear topics being presented and perhaps assist us with some of the educational topics related to HIMS.  


Release of Information Training Provided by HIMS
RELEASE OF INFORMATION Training is held from 9-1PM

05/08/2018 09/11/2018
06/12/2018 10/09/2018
07/10/2018 11/13/2018
08/14/2018 12/11/2018

IMPORTANT INFORMATION

Anytime you hire new staff or just need a refresher please sign up for our classes above. You can register them or they can
self register through the Banner Learning Center. All classes listed will be scheduled for Arizona times. Below is a link to
the tip sheet on how to register. Employees only need to register if they are not supported by CROI.

How to register for class in BLC
If you have any questions and/or are needing assistance please reach out to BHHIMSOPSEducation@bannerhealth.com
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https://collaboration.bannerhealth.com/business/HIMS/Superusers/Troubleshooting%20Tips/BLC/BLC%20Registering%20for%20classes.doc

Training and Education

e |deas from Attendees

e Area Compliance Program Directors
e Practice Managers and Supervisors

e Other Leaders

e Meetings (Leadership/Staff/Others

e Email

* e-News
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Presentation Notes
 One of the commitments that Privacy and Security have is to ensure that the information from these meetings are cascade to all staff.  Some of the avenues we have in place include:
Thru the Area Compliance Program Directors, Practice Managers and Supervisors, Other Leaders who attend these conference calls.

You are certainly welcome to email the information to your staff, present at staff meetings, print materials and place in break rooms or other locations where staff are.  If you have an electronic board in areas, perhaps speak to your leadership to see if you could post the materials there.   We also send the campaign posters via e-News.  

We are interested in knowing what avenues you use to cascade information to staff.  If you have any innovative methods that we have not listed above.  


Physical Security of PHI

Paper PHI

Baskets/bins/mailboxes with medical records, patient
labels, etc. should not be easily viewable or accessible
PHI secure when no one is around (i.e. locking up at
night when clinic closes)

Transporting PHI (use of approved courier; should not
be transporting without prior approval)

Shred bins (shred vs. recycle); emptying personal
shred bins into locked bins at the end of shift or at the
end of the day

Thank you cards; Culinary food slips; pt labels on
food/drinks in visitor/patient fridge

Copy machine, fax printers placed in secure/non-
public areas
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Presentation Notes
It is very important that we are applying appropriate physical safeguards to protect both paper and electronic PHI.  Many privacy/security violations are easily avoidable by adhering to these precautions.
In regards to securing paper PHI, please make sure paper documentation is not easily viewable or accessible by visitors, patients, etc.  Some examples are making sure you turn documents with PHI facedown; HIMS scan baskets should be inside of the nurses stations not on counters; medical records, labels, census lists, etc. should not be laying around patient care areas or workstations; physician mailboxes should be secure; be thoughtful of what and how you place documents into wall folders outside of offices or exam rooms.  If you have paper PHI please make sure you are securing it if you are walking away from your workstation or office; lock it up in a drawer, file cabinet, etc. at the end of the night (especially if your department/location is not open 24/7).  If you have a need to transport paper PHI please make sure you are utilizing our approved vendors (i.e. courier-Ace, storage/retention company-Iron Mountain).  Employees, providers, etc. should not be transporting or taking paper PHI without prior approval i.e. taking paper medical records home to complete documentation/work duties.  There is a greater risk of loss or theft when transporting paper so it is very important approved transporting methods and processes are followed! Paper PHI should be placed in appropriate shred bins; personal (unlocked) bins under desks should be emptied at the end of every shift or, at a minimum, the end of the day, into the locked bin.  If you are using the blue shred bins please make sure staff know (and we suggest labeling appropriately) whether or not it is a shred bin vs. an actual recycle bin.  Please careful when you post items like thank you cards in your locations – there should be no patient names or identifying information.  Culinary slips should not be left loose on food trays and/or put onto carts after meal is complete – they should be appropriately shredded.  Pt labels should not be placed on food/drinks that are accessible in public patient/visitor fridges (these are sometimes located in rehab or long-stay areas).  Please make sure your printers, copy/fax machines are placed in secure/non-public areas and are being checked routinely for printed materials that may contain PHI.  


Physical Security of PHI

e Electronic PHI

— Locking/suspending computer or Cerner when
walking away

— Do not share passwords/credentials or have
them easily accessible or viewable by others

— Positioning of computers; privacy screens

— Unapproved cloud servers; forwarding of emails
with PHI; texting PHI

e QOther

— Whiteboards (minimum necessary PHI)
— Door keypad codes changed routinely
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Presentation Notes
Protecting electronic PHI is also vital especially in our ever-evolving tech savvy world!  Please make sure you are locking and/or securing your workstations when you walk away.  It is not appropriate to turn off your monitor, the computer or program needs to be locked (ctrl-alt-delete lock and/or using the suspend function in Cerner).  Do not share passwords or your log-in credentials with anyone; this is to protect both the patient and you!  Do not store your passwords on post-it notes or somewhere easily accessible/viewable to others.  Both failing to properly sign off from or lock your computer when leaving your workstation or not properly safeguarding your passwords are Category 2 Privacy/Security violations according to the Privacy/Security sanctions policy and typically warrant written corrective action.  Another area to be attentive to is the positioning of computer screens and use of privacy screens.  If you have a privacy screen – please use it! Please check your areas and if your computer is viewable by patients, visitors, etc. look to see if there is another way to position it or request a privacy screen through the ServiceHub.  The Privacy and Security Departments will be looking at the need for privacy screens across the system and more information on this topic should be coming out soon as this is being addressed in our recent Privacy and Security Risk Assessment.  Another high risk area is transporting and storage of ePHI.  Electronic PHI should never be stored on an unapproved cloud server like Google drive, iCloud, DropBox, etc.  You also should not be forwarding your Banner email to your personal email as we do not have a business associate agreement with Google, Yahoo, etc. and thus the information (PHI) contained in these emails would not be appropriately secured/stored.  Please do not text PHI or photographs of patients or their documentation.  Again, this method is not secure and there is also concern that, depending on how your phone is set up, the information may be automatically going up to your cell phone provider cloud.  Banner is working on various solutions such as Cerner’s mobile app with secure photo capture, secure texting solution, etc.  Please reach out to your Privacy Director and/or Information Security for more information on compliant methods/options.  A few other items to consider are patient whiteboards.  Please make sure only the minimum necessary information is being posted i.e. first name, last initial or vice versa.  Be cautious of what other information is listed, only what is necessary for its intended purpose should be listed as we safeguard to ensure that a patient is not re-identifiable to patients, visitors, etc.  Also, door entry keypads with codes (to areas with PHI or sensitive information) should be changed routinely and as needed (i.e. when you have a high or sensitive change-over in staff).


Banner Learning Center (BLC)

Timely completion of BLCs is the responsibility _
of each employee in order to remain in < LEARNING
compliance with Banner Health’s Safety & | ,,
Regulatory Requirement. M| LEARNING | | LEARNING | S

e The deadline for completion of BLCs for
2018 is June 30, 2018

e Leaders have up-to-date access to
completion information in the BLC system

e Failure to complete all BLC courses is
considered a performance issue
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Q&A Time
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