Physical Security of PHI
* Paper PHI

e Baskets/bins/mailboxes with medical records, patient labels,
etc. should not be easily viewable or accessible

e PHI secure when no one is around (i.e. locking up at night when
clinic closes)

* Transporting PHI (use of approved courier; should not be
transporting without prior approval)

e Shred bins (shred vs. recycle); emptying personal shred bins
into locked bins at the end of shift or at the end of the day

e Thank you cards; Culinary food slips; pt labels on food/drinks in
visitor/patient fridge

e Copy machine, fax printers placed in secure/non-public areas
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Presentation Notes
It is very important that we are applying appropriate physical safeguards to protect both paper and electronic PHI.  Many privacy/security violations are easily avoidable by adhering to these precautions.
In regards to securing paper PHI, please make sure paper documentation is not easily viewable or accessible by visitors, patients, etc.  Some examples are making sure you turn documents with PHI facedown; HIMS scan baskets should be inside of the nurses stations not on counters; medical records, labels, census lists, etc. should not be laying around patient care areas or workstations; physician mailboxes should be secure; be thoughtful of what and how you place documents into wall folders outside of offices or exam rooms.  If you have paper PHI please make sure you are securing it if you are walking away from your workstation or office; lock it up in a drawer, file cabinet, etc. at the end of the night (especially if your department/location is not open 24/7).  If you have a need to transport paper PHI please make sure you are utilizing our approved vendors (i.e. courier-Ace, storage/retention company-Iron Mountain).  Employees, providers, etc. should not be transporting or taking paper PHI without prior approval i.e. taking paper medical records home to complete documentation/work duties.  There is a greater risk of loss or theft when transporting paper so it is very important approved transporting methods and processes are followed! Paper PHI should be placed in appropriate shred bins; personal (unlocked) bins under desks should be emptied at the end of every shift or, at a minimum, the end of the day, into the locked bin.  If you are using the blue shred bins please make sure staff know (and we suggest labeling appropriately) whether or not it is a shred bin vs. an actual recycle bin.  Please careful when you post items like thank you cards in your locations – there should be no patient names or identifying information.  Culinary slips should not be left loose on food trays and/or put onto carts after meal is complete – they should be appropriately shredded.  Pt labels should not be placed on food/drinks that are accessible in public patient/visitor fridges (these are sometimes located in rehab or long-stay areas).  Please make sure your printers, copy/fax machines are placed in secure/non-public areas and are being checked routinely for printed materials that may contain PHI.  


Physical Security of PHI

e Electronic PHI

— Locking/suspending computer or Cerner when
walking away

— Do not share passwords/credentials or have
them easily accessible or viewable by others

— Positioning of computers; Privacy screens

— Unapproved cloud servers; forwarding of emails
with PHI; texting PHI

e Other

—Whiteboards (minimum necessary PHI)
— Door keypad codes changed routinely
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Protecting electronic PHI is also vital especially in our ever-evolving tech savvy world!  Please make sure you are locking and/or securing your workstations when you walk away.  It is not appropriate to turn off your monitor, the computer or program needs to be locked (ctrl-alt-delete lock and/or using the suspend function in Cerner).  Do not share passwords or your log-in credentials with anyone; this is to protect both the patient and you!  Do not store your passwords on post-it notes or somewhere easily accessible/viewable to others.  Both failing to properly sign off from or lock your computer when leaving your workstation or not properly safeguarding your passwords are Category 2 Privacy/Security violations according to the Privacy/Security sanctions policy and typically warrant written corrective action.  Another area to be attentive to is the positioning of computer screens and use of privacy screens.  If you have a privacy screen – please use it! Please check your areas and if your computer is viewable by patients, visitors, etc. look to see if there is another way to position it or request a privacy screen through the ServiceHub.  The Privacy and Security Departments will be looking at the need for privacy screens across the system and more information on this topic should be coming out soon as this is being addressed in our recent Privacy and Security Risk Assessment.  Another high risk area is transporting and storage of ePHI.  Electronic PHI should never be stored on an unapproved cloud server like Google drive, iCloud, DropBox, etc.  You also should not be forwarding your Banner email to your personal email as we do not have a business associate agreement with Google, Yahoo, etc. and thus the information (PHI) contained in these emails would not be appropriately secured/stored.  Please do not text PHI or photographs of patients or their documentation.  Again, this method is not secure and there is also concern that, depending on how your phone is set up, the information may be automatically going up to your cell phone provider cloud.  Banner is working on various solutions such as Cerner’s mobile app with secure photo capture, secure texting solution, etc.  Please reach out to your Privacy Director and/or Information Security for more information on compliant methods/options.  A few other items to consider are patient whiteboards.  Please make sure only the minimum necessary information is being posted i.e. first name, last initial or vice versa.  Be cautious of what other information is listed, only what is necessary for its intended purpose should be listed as we safeguard to ensure that a patient is not re-identifiable to patients, visitors, etc.  Also, door entry keypads with codes (to areas with PHI or sensitive information) should be changed routinely and as needed (i.e. when you have a high or sensitive change-over in staff).


	Physical Security of PHI
	Physical Security of PHI

